BO THONG TIN VA TRUYEN THONG ~ CONGHOA XA HQI CHUNGHIA VIETNAM
Poc lap - Tw do - Hanh phic

S6: 5368/BTTTT-CATTT Ha Néi, ngay 30thang 72 nam 2021
VIV tang cuong cong tac bao dam an toan
thong tin mang trong thoi gian Tét Duong
lich va Tét Nguyén d4n Nham Déan 2022

Kinh gui:
- Cac B9, co quan ngang B0, co quan thugc Chinh phu;
- UBND céc tinh, thanh phé tryc thudc Trung wong;
- Cac Tap doan kinh té, Téng coéng ty nha nudc;
- Cac Tap doan, Tong cong ty, Cong ty cung cip dich vy internet,
vién thong;
- Céc To chure tai chinh, Ngan hang thuong mai.

Véi nhiing dién bién phurc tap cia dai dich Covid-19 khién nhu cu lam viéc,
hoat dong trén mang ngay cang gia ting, din dén nguy co tdn cong mang ngay
cang 16n, voi quy md phire tap va kho luong. Pac biét trong cac dip nghi 18 Tét
Duong lich va Tét Nguyén dan Nham Dan 2022, céc tin tic, ddi tuong xau loi
dung sy lo 1a dé tin cong, phét tan thong tin xau doc.

Nhim ting cudng bao dam an toan thong tin mang, khdng dé bi dong, bat
ngd v4i moi tinh hudng Va tao tién dé thiic ddy manh mé chuyén doi s6 & moi
nganh trén pham vi toan qudc, toan dan va toan dién trong nam 2022, B6 Thong
tin va Truyén thong dé nghi cac co quan, to chtic, doanh nghiép trién khai thuc

hién mot s6 nhiém vu trong tam nhu sau:

1. Trién khai ra soat, kip thoi xtr 1y, trién khai cac giai phap dé khic phuc
triét dé cac 16 hong an toan thong tin mang da dugc Bo Thong tin va Truyén thong
va cac don vi chtic ning canh bao nhu 16 hong ton tai trong Apache Log4j (Vin
ban s6 1734/CATTT-NCSC,...).

2. Tang cuong, nang cao nang lyc bao dam an toan thong tin mang theo mo
hinh 4 16p, dic biét bd sung ning luc cho cac hé thdng thong tin quan trong, nhay
cam trong tam la:

a) Phan cong luc luong tai chd trién khai truc giam sat, hd trg, Gmg ctu va
khac phuc su ¢ an toan thdng tin mang 24/7;

b) Yéu ciu cac don vi chuyén trach, don vi cung cép dich vu an toan thdng



tin mang (néu cO) cam két va b tri nguén luc, nhan luc cho nhiém vu giam sat va
bao vé cac hé thong;

¢) Chu dong kiém tra, danh gia cac 16 hong, diém yéu trén cac hé thong théng
tin thudc pham vi quan 1y; kip thoi cap nhat cac ban vé, ciu hinh ting cuong bao
mat cho hé thdng va trién khai cac giai phap phong ngira dé tranh bi loi dung, khai
thac dé tin cong;

d) Bao dam duy tri, két néi, kip thoi chia sé thong tin véi Cuc An toan thong
tin, B6 Thong tin va Truyén thong.

3. Cé4c doanh nghiép cung cap dich vu vién thong, internet; Cac to chiic,
doanh nghiép cung cip nén tang chuyén dbi sb, nén tang chdng dich Covid-19:

a) Tang cuong ning lyc, dam bao c4c hé thong thong tin, nén tang hoat dong
an toan 6n dinh;

b) Trién khai cac bién phap k¥ thuat & miic cao nhat nham phat hién, loc,
ngin chin hoat dong tin cong mang, phat tan thong tin xau doc, thong tin vi pham
phap luat trén hé thong, ha ting mang ludi thudc pham vi quan 1y;

¢) Thuc hién nghiém va kip thoi cac bién phap xir 1y theo yéu cu cua Bo
Thong tin va Truyén théng va co quan chtic ning ¢ tham quyén.

4. Trong truong hop can hd tro xir 1y, tng ctru va khic phuc su ¢, dé nghi
lién hé véi ddu mdi k¥ thuat ciia Cuc An toan thong tin, B6 Thong tin va Truyén
thong nhu sau:

- Trung tdm Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC),
Dién thoai 024.3640.4424/086.9100.317, thu dién ti: thongbaosuco@vncert.vn.

- Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC), dién thoai:
02432091616, thu dién tir: ais@mic.gov.vn.

Tran trong./.

Noi nhin: KT. BQ TRUONG
“Nhwwrén; __THU TRUONG

- B trudng (deé b/c); S

- Cac Thur trudng; & ' P
- C4c SO TT&TT céc tinh, thanh phd truc thude TW;
- Cac don vi chuyén trach vé cong nghé thong tin,
an toan thong tin tai cac b, nganh;

- Thanh vién mang ludi ing ctru sy ¢b an toan
thong tin mang qudc gia;

- Luu: VT, CATTT.
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